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Dep- Dep. Description SImp IImp IImp ScaleLH Risk
endentType Type L by Ry
Cls
Cl4 (Finance Sector)
Cly, C Provides UA  UA  Public L L 4
payment services Confidence
Cle C  Provides UA UA  Publie H L 6
pavment Services Confidence
Cly (Energy Sector)
Cly P Depends for power UA UA  FEconomic VL L 3
Impact
Cle P Depends for power UA  UA  Public H VL &
Confidence
Clp P Depends for power UA  UA  Economic VH VL 6
Impact
Clgy P Depends for power UA UA  Economic H VL 5
Impact
Cly P Depends for power UA  UA  Public L L 4
Confidence
Cle P Depends for power UA  UA  Public H L 6
Confidence
Clg (Government Sector)
Cly S Industrialaction UA UA  Economic M M 6
Impact

Dependency. P: Physical, C: Cyber, G: Geographic, Log: Logical, S: Social
Source/Incoming Impact (SImp/IImp). UA: Unavailability, DS: Disclosure,

MD: Modification

Scale/Likelihood. VH: Very High, H: High, M: Medium, L: Low, VL: Very Low
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Obj. 1. techniques for capturing multi-order dependencies
between port infrastructures and other CIs comprising the global
supply chain

Obj. 2: algorithms for identifying and assessing the critical path
of the inter-dependencies across the global supply chain

Obj. 3. approach for identifying and analyzing the cascading
effects of security incidents on port infrastructures, given their
various dependencies.
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Goal of MITIGATE is to realize a radical shift in risk management
methodologies for the maritime sector towards a dynamic
evidence-driven Maritime Supply Chain Risk Assessment (g-
MSRA) approach that alleviates the limitations of state-of-the-art
risk management frameworks.

The project will develop an effective, collaborative, standards-
based Risk Management (RM) system for port's CIIs, which
shall consider all threats arising from the global supply chain,
including threats associated with portCIls interdependencies and
associated cascading effects.
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